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introduction

Use of information technology in financial sector has grown rapidly in last few years. This has highlighted the need for adopting
cyber security measures to protect the integrity of data and guard against the breach of privacy.

regulatory and business needs

Various regulators like RBI, SEBI, IRDAI have issued directions to the entities governed by them for implementing appropri-
ate mechanism to mitigate cyber risks.
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what ANB can do?

® ®
Conceptualization Implementation

Framework Cyber Security Policy &  Cyber Security Cyber Security Review
Resilience Framework Assurance Program :
=  Governance = Define Scope
o = Define objectives of = Define criticality .
= |dentification ) = Review Cyber
policy of assurance

. Security & Cyber
®  Protection i
= Risk Assessment of requirements Resilience Policy

= Monitoring & Detection organizational [Tand = Basis criticality document
= Response & Recovery cyber risks assign milestone . Review
= Sharing of Information = Explore controls to = Define timelines Procedures

. . mitigate IT, cyber and and document it
= Training & education & v = Final review

regulatory risks into programme
report

= Frame Policy andits = Monitor and

Annual Review evaluate

* Framing Cyber Security & Cyber Resilience Policy
document

+ Consultation for implementing aforesaid policy
document

Conducting review for
GAP Analysis

implementation of
framework & policy

case studies @ cyber security

GAP Assessment

Implementation consulting

e Understanding infosec
environment

environment vis-a-vis
regulatory expectation

¢ Assessing current infosec

* GAP Assessment Report

e Setting up governance
framework

¢ Policy documentation

e Devising monitoring
mechanism & reporting

¢ Audits mandated by
regulators

* Review of Policy & procedure
document

e Effectiveness of monitoring
mechanism & reporting
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